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 IT audit is called automated data processing, electronic data processing or computer 
auditing. This type of auditing enables auditors to access audit issues directly and 

through modern communication tools. The present study aimed to investigate the 

factors affecting the quality of IT audit. Following a practical application, the study 
used a survey approach; the required data were collected from questionnaire. To 

achieve the objective of this study, 38 factors associated with IT audit quality were 

identified and divided into eight components. The study population includes members 
of Certified Public Accountants. A random sampling was used initially and then using 

Cochran’s sample size formula, a sample size of 163respondents was determined. After 

collecting and analyzing the data using structural equation modeling, hypotheses were 
tested to identify the most important factors affecting IT audit quality. 
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INTRODUCTION 

 

IT audit, or information systems audit is testing controls of IT structure. In fact, IT audit is the systematic 

process of collecting and evaluating objective evidence supporting one or more claims of the information 

systems, procedures and operations of the organization. Evaluation of the evidence obtained in this type of audit 

shows that if information systems are safe, the data is maintained properly, the operations are done efficiently 

and the organizational goals are achieved effectively. 

The importance of information technology(IT)auditing has grown with increased reliance on IT for business 

operations and new regulations regarding the assurance of IT for these operations. The primary components of 

IT auditing have emerged from the adverse impacts [1]. The first is using traditional audit methods, internal 

control procedures and inquiry about and analysis of philosophical controls. The second one is information 

systems management, which provide the techniques required for successful design and implementation of the 

systems. Fields of behavioral sciences provide appropriate and timely questions and analyses; this provides a 

sense of when and why information systems seem to fail due to human problems? Finally, the third one is 

computer science and knowledge required about the concepts of control, trails, theories and official models that 

provide the background of hardware and software design as a basis for maintaining data validity, reliability, and 

integrity [2]. Therefore, IT audit is an integral part of audit function since it supports the auditor's judgment 

about the quality of information processing by computer systems. It is so that at first, according to auditors, IT 

audit skills was perceived as technological resources for the staff; audit staff often looked at these resources as 

technical assistance. IT audits may serve various objectives and multiple parties within an organization, and 

therefore there may be different definitions of IT audit quality. These definitions may include ideas such as 

impact or effectiveness, completeness as related to different standards, and efficiency or cost. One purpose of IT 

audits is to provide management with assurance that a system or automated process is meeting its objectives. 

 Specifically, the focus may be on managements' control responsibilities over computer-based information 

assets and processes. In these cases, specific standards developed by groups such as ISO, PCAOB, or AICPA 

may assist in defining certain IT audit quality. For internal operational audits, the focus is usually on 
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performance, i.e. cost reduction or improvements in productivity. Therefore the focus may be on the overall 

impact of the audit findings and the cost of performing the audit. Regardless, to perform an IT audit efficiently 

and effectively, firms must make appropriate decisions regarding the scope, resources (e.g., personnel or 

computer-automated audit tools), tasks or activities to be performed, methods, techniques, and other “inputs” to 

the IT audit process. Management's decisions regarding specific resources to deploy for a specific IT audit 

should attempt to maximize the overall audit quality and minimize the cost as related to their specific IT audit 

objectives. This also requires a consideration of other attributes that might impact the performance and outcome 

of the IT audit, but over which they have no or little control. These attributes might include the availability of 

key auditee personnel, the infrastructure or architecture on which a system is running, or the organizational 

structure of a business unit being audited [3].  Many companies use different systems of electronic processing of 

data for processing accounting information. The only way to check and validate reports is using IT audit. Hence, 

independent auditors, the primary role is to validate accounting information, have turned to IT audit to provide 

more extensive and up-to-date audit services about accounting electronic data, to collect and test accounting 

data, and increase efficiency in the audit. 

 

Statement of the problem: 

Audit, as a profession, an expertise and a field has a relatively short life which is barely one hundred years 

old. But together with acceleration of development in the last hundred years, the auditing profession has quickly 

adapted to the circumstances of the time and has raised as a specialized knowledge. Audit evolutionary process 

has used sciences and technologies such as statistics, mathematics, management, information systems in 

accounting and auditing. Vast changes in IT which led to increasing computer systems for financial information 

processing, has revolutionized accounting and has forced rapid changes in audit. In addition to introducing 

regulations for economic activities, tax laws and setting accounting and audit standards have turned audit into a 

more complicated and more dynamic field. Today, in almost every organization, information systems and IT are 

regarded as key components.  

As a result, IT audit is necessary to ensure that the system is safe, properly controlled and working as 

expected. However, applying an IT audit strategy that justifies the cost of the audit and develops application and 

effectiveness of information systems is a challenging issue [4].The increasing development of IT, together with 

its increasing speed has affected all aspects of human societies. The need for rapid access to accurate, safe, 

relevant and timely information, with minimum cost and maximum efficiency, has introduced the tendency to 

use new technologies as a dominant factor in organizations and forced them to keep pace with the current 

conditions. 

 

Review of the literature: 

In an investigation, Havelka et al. (2013) tried to analyze the quality of audit based on IT. Results showed 

that IT affects efficiently influenced audit quality [5]. Stwel et al. (2012) examined factors affecting the quality 

of IT audit. The analysis revealed 13 factors which were placed into three groups. They concluded that all these 

factors affect the quality of IT audit. Their investigation aimed at modifying factors related to the audit quality 

and assessing its relative importance [6]. Steinbart et al. (2012) examined the factors that influence both internal 

audit and IT audit. They concluded that although a relationship exists between IT skills and audit, this 

relationship is not always very harmonic; it has some fluctuations that result from other factors behind the IT 

audit [7]. Morti et al. (2011) conducted a study in order to examine IT role and its effects on internal audit 

processing in an organization.  Results showed that computer as an audit tool for the automatic processing of the 

data helps auditors in understanding the business goals of the system, understanding the environment in which 

they work, enhancing operational efficiency and decision making. Following the new uses of computers and 

communications, auditors should enhance their ability to check systems and information management activitie 

[8]. Takya Mood et al (2010) studied customer satisfaction during quality audit services and audit processes. 

Results revealed that the quality of firm's audit features was higher than the quality of audit teams' features. 

There was no significant difference, during the audit performance, in customer satisfaction of 4 large firms and 

4 small firms. In addition, further analysis showed that the highest customer satisfaction was related to the 

quality of the audit firm's four following characteristics: experience, responsiveness, audit independence and 

audit firms' commitment to audit quality is. Results also showed that the most important cases of customer 

satisfaction are related to some quality features of the audit team, i.e. customer experience, independence, 

participation, interaction and knowledge of financial accounting and auditing standards [9]. 

 

Research questions: 

Question 1: What are the factors influencing the quality of IT audit regarding the audit independence?  

Question 2: What are the factors influencing the quality of IT audit regarding accounting knowledge and 

audit skills? 
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Question 3: What are the factors influencing the quality of IT audit regarding business process knowledge 

and experience? 

Question 4: What are the factors influencing the quality of IT audit regarding auditor's experience with 

auditees? 

Question 5: What are the factors influencing the quality of IT audit regarding IT and controls knowledge? 

Question 6: What are the factors influencing the quality of IT audit regarding planning and methodology? 

Question 7: What are the factors influencing the quality of IT audit regarding the resource availability? 

Question 8: What are the factors influencing the quality of IT audit regarding business environment? 

 

Methodology: 

The current study follows practical application; regarding the data collection, it is considered as explorative 

survey. Using field approach, a questionnaire with 5-point Likert scale was used to collect data. The population 

of the study includes Audit Organization and audit firms that were members of Certified Public Accountants in 

the year 2013. Using Cochran’s sample size formula, a sample size of 163 respondents was determined. Simple 

random sampling was used in this study. The collected data was first analyzed by SPSS through exploratory 

factor analysis and factors making research variables were identified. Then, to confirm the factor structure 

identified, confirmatory factor analysis was performed using LISREL. The main variables examined in this 

study consisted of 38 variables that were grouped into the following eight components: 

 
Number Components Variables 

1 Audit independence  Apparent and real independence of audit team (E1)[10]. 

 QC procedures of audit team (E2) [11]. 

 Internal controls (E3) [12]. 

 Conducting the audit procedures by audit team members (E4)  

 Observing high ethical standards in audit team (E5) 

 Maintain the independence of audit team members (E6) [13]. 

2 Accounting Knowledge and 
audit skills 

 Audit team members' awareness about the accounting process (D1) 

 Audit team's application of statistical methods in accounting (D2) 

 Audit team's perception of accounting system (D3) 

 Running audit procedures by lead audit personnel (D4) 

 Audit staff's qualification in CPA Exa, (D5) 

 Audit team members' competence (D6) 

3 Business process 

knowledge and experience 
 Audit team members' awareness of specific business practices and processes (K1)  

 Audit team members' awareness of business practices and processes (K2)  

 Audit team members' utilization of industry experts' opinions (K3) 

4 The experience of auditor 

working with the auditee 
 Audit team's experience level (T1) 

 Audit manager's experience (T2) 

 Auditor's experience (T3) 

5 IT and controls knowledge   Provide recommendations by the audit team (F1) [14]. 

 Knowledge of audit team members about internal controls and business processes 
(F2) 

 Knowledge of audit team members about information security and data processing 
(F3)  

 Knowledge of audit team members about IT and accounting systems (F4) 

 Audit team members being qualified with a degree in Certified Information 

Systems Auditor (CISA) (F5) 

6 Planning and methodology  Audit planning (B1)  

 Audit team's use of audit method for audit planning and management (B2) 

 Using risk-based audit approach (B3) 

 Audit manager's skills in planning and conducting audit (B4) 

 Audit team's and auditee's agreement on objectives (B5)  

 Program areas, ongoing communication between audit management  and auditee 
(B6) 

7 Resource availability  Audit team's ability to collect audit data independently and without reliance on the 

auditee (DM1) 

 The availability of pre-audit worksheets and results for review (DM2)  

 Maintaining the hesitation attitude during the audit by the audit team members 
(DM3) 

 Audit team access to unique resources (people, databases, tools) to meet 
specialized needs of accounting (DM4) 

 Using computer-based auditing tools for analysis (DM5) 

8 Business environment  The occurrence of organizational changes within the auditee's organization (M1) 

 Using consultant services in special cases by the audit team (M2) 

 The existence of a well-defined trails within auditee organization and systems 

being audited (M3)  

 The level of automation within the organization, and audit process or system (M4) 
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The main source of identifying these variables was Stwel et al.'s (2012) investigation. 

Findings: 

The KMO test was initially conducted to check sampling adequacy; exploratory factor analysis was also 

used to identify the most important factors affecting IT audit quality. Then, using confirmatory analysis and 

obtained values for indices, the relationships between variables was confirmed. The results and proposed factor 

structure is as follows: 

 
Statistical components/  Member of Society of Certified Public Accountants 

Auditor independence 0.747 

accounting Knowledge and audit skills 0.575 

Business process knowledge and experience  0.617 

Auditor's experience with the auditee 0.587 

IT and controls knowledge 0.695 

Planning and methodology 0.709 

Resource availability 0.570 

Business environment 0.508 

 

Partial correlation coefficient is a suitable indicator for determining the strength of the relationships 

between variables. KMO test is mainly used for this purpose. The KMO value, which is called sampling 

adequacy index, is an index that compares the observed correlation values with minor quantities. If the value of 

this index is close to 1, the desired data is suitable for factor analysis. 

Sereni and Kaiser (2004) argue that KMO values greater than 0.5 is acceptable for KMO test. As a result, 

all components enjoy sampling adequacy. 

Indices of confirmatory factor analysis:  

 GFI  

GFI measures the relative amount of variances and covariance jointly through the model. GFI changes 

range between zero and one. For a model, GFI value must be equal to or greater than 0.9 to be accepted. 

(Houman, 2003) 

 AGFI  

The other fitness is AGFI or adjusted value of GFI for degree of freedom. The value of this index is also 

between zero and one. GFI and AGFI indices, which were proposed by Jarsk Egos and Robum (1989), do not 

depend on the sample size (Houman, 2003). 

 RMSEA  

This index is the root of mean-square-approximation. The closer RMSEA index to zero, the better index it 

will have. (Houman, 2003) 

 Chi-square (
2

)  

Chi-square test examines the hypothesis that the desired model is in accord with the diffraction pattern of 

the observed variables. The value of Chi-square is highly dependent upon the sample size; a large sample will 

overestimate the chi-square value in such a way that the obtained value cannot be attributed to the model's error 

(Houman, 2003). 

 RMR index 

This index shows the root-mean-square of the differences between implicit and observed correlations. For 

this index, which ranges between zero and one, no meaningful test exists, so this value must be as small as 

possible. 

 NFI and CFI  

The NFI, also known as the Bentler-Bonett normed fit index, is acceptable for values greater than 0.9, 

indicating the fitness of the model. If CFI is greater than 0.9, it shows an acceptable value and marks the fitness 

model. This index tests the improvement by comparing a so-called independent model, in which no relationship 

exists between the variables, to the desired proposed model. Regarding the meaning, CFI is similar to NFI 

except that it is fined for the sample size.  
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Fig. 1: Confirmatory factor analysis for auditor independence 

 
Table 1: Fitness statistics for confirmatory factor analysis of auditor independence 

NFI CFI IFI RMR GFI RMSEA X2/dx 

0.98 0.99 0.99 0.017 0.99 0.073 1.87 

 

According to the results, the outcome of confirmatory analysis of auditor independence variable indicates a 

good fit. 

 
Fig. 2: Factor analysis of accounting knowledge and audit skills 

 
Table 2: Fit statistics for confirmatory factor analysis of accounting knowledge and audit skills 

NFI CFI IFI RMR GFI RMSEA X2/dx 

0.98 0.93 0.94 0. 029 0.99 0.034 2.12 

 

According to the results, the outcome of confirmatory analysis of accounting knowledge and audit skills 

indicates a good fitness model. 

 
Fig. 3: Confirmatory factor analysis of business process knowledge and experience 

 
Table 3: Fit statistics of confirmatory factor analysis for business process knowledge and experience 

NFI CFI IFI RMR GFI RMSEA X2/dx 

0.94 0.99 0.98 0. 017 0.99 0. 000 0 

 

According to the results, the outcome of confirmatory analysis for business process knowledge and 

experience indicates a good fitness model. 
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Fig. 4: Factor analysis of the auditor's experience with auditees 

 
Table 4: Fit statistics of confirmatory factor analysis for auditor's experience with auditee 

NFI CFI IFI RMR GFI RMSEA X2/dx 

0.95 0.99 0.98 0. 025 0.93 0. 000 1.37 

 

According to the results, it can be concluded that the outcome of confirmatory analysis for auditor's 

experience with auditee enjoys a good fitness model. 

 
Fig. 5: Factor analysis of IT and controls knowledge 

 

Table 5: Fit statistics of confirmatory factor analysis for IT and controls knowledge 

NFI CFI IFI RMR GFI RMSEA X2/dx 
0.98 0.99 0.99 0.017 0.99 0.000 0.635 

 

According to the results, it can be concluded that the outcome of confirmatory analysis for IT and controls 

knowledge enjoys a good fitness model. 

 

 
Fig. 6: Factor analysis of planning and methodology 

 
Table 6: Fit statistics of confirmatory factor analysis for planning and methodology 

NFI CFI IFI RMR GFI RMSEA X2/dx 

0.97 0.91 0.94 0.029 0.92 0.000 0.26 

 



1198                                                          Maryam Morshedipoor et al., 2014 

Advances in Environmental Biology, 8(13) August 2014, Pages: 1192-1200 

According to the results, it can be concluded that the outcome of confirmatory analysis for planning and 

methodology enjoys a good fitness model. 

 
Fig. 7: Factor analysis of resource availability 

 
Table 7: Fit statistics of confirmatory factor analysis for resource availability 

NFI CFI IFI RMR GFI RMSEA X2/dx 

0.93 0.99 0.94 0. 027 0.99 0. 008 2.316 

 

According to the results, it can be concluded that the outcome of confirmatory analysis for access to the 

resources enjoys a good fitness model. 

 
Fig. 8: Factor analysis of business environment 

 
Table 8: Fit statistics of confirmatory factor analysis for business environment 

NFI CFI IFI RMR GFI RMSEA X2/dx 

0.89 0.92 0.99 0. 031 0.99 0. 000 0.365 

 

According to the results, it can be concluded that the outcome of confirmatory analysis for business 

environment enjoys a good fitness model. 

 

Discussion and conclusion: 

Regarding the auditor independence in the measured variables, the independence of the audit team had the 

greatest impact on IT audit quality, while the variable "performing audit operations by the audit team members 

had the minimum impact. Regarding the accounting knowledge and audit skills among the measured variable, 

the applying statistical methods by audit team had the greatest impact on IT audit quality, while performing the 

audit by the lead audit personnel had the lowest impact. Regarding the business process knowledge and 

experience among the measured variables, the audit team's application of the industry experts' opinions had the 

greatest impact on IT audit quality, while IT audit team members' awareness of business practices and processes 

had the lowest impact. Regarding auditor experience in working with the auditee, the auditor's experience had 

the greatest impact on the IT audit quality, while the experience of audit team had the least impact. Regarding 

the IT and controls knowledge, audit team members' knowledge of IT and accounting systems had the greatest 
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impact on IT audit quality, while audit team members' knowledge of internal controls and business processes 

had the minimum impact. Regarding planning and methodologies, audit managers' skills in planning and 

performing the audit had the greatest impact, while the auditor's and auditee's agreement on the objectives had 

the lowest impact on IT audit quality. Regarding resource availability, maintaining the hesitation attitude during 

the audit by audit team members had the greatest impact, while audit team's ability to collect data independently 

and without relying on the auditee had the lowest impact. Regarding business environment, taking advantage of 

consultant services in special cases by the audit team had the greatest impact on IT audit quality, while the level 

of automation within the organization and audit process or system had the lowest impact.  

Each of the 38 indicators which were examined in this study as the most important factors affecting IT audit 

quality indicated the effect of these indices on the enhancement of IT audit quality; paying attention to each of 

them can also be considered as a proposal to increase the quality of IT audit. However, in order to highlight 

some special cases, the following recommendations will be presented: 

 The findings suggest that auditor's independence is the most important factor affecting IT audit quality. 

Therefore, according to the concept that company's auditors are professionals who have a social duty to protect 

their auditees and other stakeholders from any wrongdoing by managers, it is expected that they not only 

disregard their own benefit, but also commit to act independently in any case of benefits for different sections 

and individuals (including self-interest). It can be said that the improvement of audit depends on auditor's 

independence (consisting of both apparent and real independence). Therefore, it is recommended that auditors 

try to maintain both aspects of independence in order to attain public confidence over the reports issued by 

them. 

 The results show that ability and experience are among the key factors for the audit quality and 

performance. Smart auditors may learn the knowledge of accounting and audit quickly but the ability and 

experience to audit, which always requires quality and judgment, is essential and undeniable. Experience leads 

to constantly consider matters relating to various areas, professional demeanor and other great teachings. It is 

recommended that some conditions are provided to choose the auditors who have sufficient ability and 

experience to take responsibility for tasks and to confirm reports. 

 Audit process is changing from traditional to electronic form. New information technologies have 

influenced each dimension of audit profession. Users of auditing services have new needs; their needs are only 

met by these technologies; therefore, it is necessary for the auditors to keep pace of technology change. 

 It is recommended that audit firms and members of Certified Public Accountants consider the 

following cases: different aspects of IT influencing important issues such as the need for retaining the staff and 

even partners of the audit firms in order to enhance their knowledge of IT and how to utilize audit new 

techniques through computers , the necessity to buy or design software and equipment needed to keep records of 

the documents, and perhaps more importantly, how to use network facilities to increase efficiency in the 

exchange of information between auditees and the audit firm, auditors, and key organizations such as Ministry 

of Economy or Audit Organization. 
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